SCALE

of organizations have of enterprises have Over 390,000 new
had a security incident that suffered phishing attacks. malicious programs are
negatively impacted their registered every day.?

business in the past year."

In 2016, there.were 780 of cyberattacks and the

£ ohishi | data breaches with more than T
of phishing ematls are 35 million records exposed.> . : o s
related to ransomware.* with a phishing attack.

CryptoWall version 4, a notorious ransomware virus, has so far resulted in
$18 million in damages, 36,000+ confirmed victims, and 7.1 million
attempted infections.’

VULNERABILITY

The average network security breach goes undetected
for over 5-8 months.®

201 19%

DAYS
Less than 19% of Only 38% of
data breaches are global organizations feel
self-detected.™ prepared for a sophisticated
cyberattack.”

Mean time to identify a
data breach is 201 days.’

80% of loT and 71% of mobile of companies do not treat
applications are not tested for cyber threats as significant
security vulnerabilities.™ corporate risks."

COST

The estimated cost of using of funds lost as a result
Global cost of cybercrime is existing cloud offerings of a cyberattack were
predicted to hit $6 trillion to break into most Wi-Fi declared unrecoverable.'
annually by 2021.™ networks is $1.68. It would

take six minutes."

The Internet economy
annually generates
between $2 trillion and
$3 trillion. It's estimated

Average cost of an APT of corporations have not that cybercrime extracts
data breach is $18 million; considered the financial between 15% and 20%
50% is damage to brand impact of a cyberattack.™ of that value."

reputation.”

Most organizations fold their security budgets and spending into another cost
center, whether IT(48%), general operations (19%), or compliance (4%),
where security budget and cost line items are combined with other related
factors. Only 23% track security budgets and costs as its own cost center.?’

SUMMARY

Y

Y

Companies need Once a threat is identified,
real-time visibility companies need a simple,
into the threats that fast, and convenient S o LUTI o N
could impact their method of mitigating
network. these attacks.

24 READ “5 MUST-ASK DNS
QUESTIONS" AND VISIT
AKAMAI.COM/ETP TO
LEARN MORE.
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