The Endpoint

Defense Playbook:
Locking Down Devices
with NinjaOne




Why i1s Endpoint Hardening Important?

At its core, endpoint (or device) hardening is the overarching
concept of reinforcing security at the device level. Because
securing your endpoints is fundamental to every other security
action you take, the investment you make in it will have larger
ROI than almost anything else. If you don't do it well, every
other solution and step you take will have to be better, work
harder, and have fewer gaps.

Unfortunately, according to Microsoft's 2022 Digital Defense
Report, many organizations aren’t taking the basic steps they
need to support comprehensive endpoint hardening. Below
are a few examples of key issues that have been negatively
impacting cyber resiliency:

No usable backups
Unmanaged and legacy systems
No or limited use of EDR

Lack of patch and vulnerability
management

Lack of local admin password
management controls

Excessive admin credentials
found

0% 100%

% of companies

Though advanced security measures are important, it's critical
to remember that the fundamentals still need work. In the
same report, Microsoft found that basic security hygiene
protects against 98% of attacks. By implementing good
security practices, you can start building up those layers of
security and give bad actors fewer opportunities to attack.

The chart below highlights the technical cybersecurity
recommendations of major English-speaking governments for
SMBs. Investments here (many of which are device hardening
recommendations) provide the greatest ‘bang for your buck’
for most small and medium-sized businesses.

Guidance Canada  Australia UK USA
Take regular backups v v
Patch OS and 3rd party applications v
Configure and control application use

Encrypt drives and harden endpoint configurations
Restrict user privileges

Enforce complex passwords and MFA

Enable AV / NGAV / antimalware solutions

C L L K K K KX

Secure portable media

C LKL K K K K K KX

Enable the firewall on your devices
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What Does Device Hardening Encompass?

Device hardening includes any changes you'd make to a device that helps improve the

device's security. Here are a few examples:

Account Access Protection

Enable and enforce MFA

Remove extraneous accounts

Change default admin accounts

Enforce least privilege access across user accounts
Block end-users from installing apps

Enforce strong passwords

Device Configuration

Enable secure boot

Disable USB

Encrypt disk

Block net calls from applications (notepad, wscript,
cscript, etc.)

Reduce port exposure

Enable and expand logging

Disable insecure protocols like SMBvVI, Telnet, and HTTP
Password protect BIOS/UEFI

Software Management

Remove potentially malicious apps
Remove unsupported software

Deploy antivirus / EDR

Deploy password management solutions
Enable firewall

Remove old executables

Prevent end users from installing apps

Auditing

Audit device hardening

Note that this is not an exhaustive list, but a starting point
for organizations looking for next steps in their endpoint
hardening process. Not every device hardening activity will
be applicable to every environment and many will need to

be adapted to your own environment. And when improving
endpoint security, remember that baselines are constantly
changing, so security approaches should always be evaluated
and refreshed on a regular basis.

It's also important to note that there are a number of critical
actions that you may take to bolster your organization’s
security, but are not included in endpoint hardening,
including:

Identity and access management

Advanced security solutions (SIEM, advanced AV, etc.)
Security awareness training for end-users

Network strategy

Cloud application security

Mobile threat defense

All of these actions are crucial to ensuring security, but don’t
specifically target security at the device level.
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Automating Endpoint Hardening

Before we get into some examples of how organizations can use NinjaOne to strengthen and
simplify their approach to endpoint hardening, let’s talk a little more about automation.

In general, IT automation:

Reduces the potential for human error

Reduces the time investment in manual tasks
Reduces costs

Standardizes device management and service delivery
Improves IT employee satisfaction

Improves the end-user experience

Helps to support compliance

By taking advantage of the benefits of automation, the
endpoint hardening process becomes much simpler, more
efficient, and cheaper in the long run. Additionally, since
processes are set to run automatically, organizations can more
quickly limit exposure to any potential vulnerabilities. The less
time a device is exposed, the better off it'll be.

Within NinjaOne, there are various mechanisms that help
organizations easily execute an automated IT workflow. In the
next section, we'll be demonstrating five examples of how
organizations can utilize Ninja’'s automation tools to improve
device security, including:

1. Scheduled Scripts

When you want to take action against devices in a policy at a
specific time or times

2. Scheduled Tasks

When you want to take action against devices in a group at a
specific time or times

3. Script Result Conditions

When you want to regularly check information on a device
and take action based on the returned results

4. Condition Triggered Script

When you want to respond immediately to a state change on
a device

5. Custom-Field Triggered Scripts

When you need information Ninja doesn't collect by default or
for multi-step / complex automations
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Adding a Custom

Because so many automations will need to be
customized to individual environments, custom
scripts are critical to automation in NinjaOne, so
it's important to know how to add new scripts to
your script library within the Ninja platform.

First, you'll head over to your Ninja dashboard
and navigate to ‘Administration’ on the left-hand
side. You'll click on ‘Library’ and ‘Scripting’ to
access your script library (image 1):

To add a new script, you have a few different
options. You can either:

- Add a new script using the script editor
(image 2):

- Import a new script using the template
library

- Import a new script from your computer

For those of you looking for help with

custom scripts, the Dojo (our Ninja customer
community) is full of scripts uploaded by fellow
Ninja users.

Note: Any scripts should be tested thoroughly
before rolling out. Though the Ninja team does
keep an eye on uploaded community scripts,
they are not officially released by NinjaOne.

Script to NinjaOne

Home > Administration » Library > Scripting

Administration

General > Seripts
Manage your script library

Accounts > Scrpts

Apps. >
Devices > > 1-500f83

Library v Neme
Downloads Reboot
Scripting Enable SSH

Organizations Disable SSH

Disable Firewall
Policies >

Enable Firewall
Reporting >

Empty Trash

Tasks. Disable Sleep

Enable Sleep

1. Script Library

ninja
.
YU CAN TYPE TN coDE

ORAG KD DROP A SCRIPT FILE HERE

*/

2. Script Editor

Categories ¥

Language ¥

Operating System ¥

Language

Native

Native

Native

Native

Native

Native

Native

Native

Categories

Maintenance

Maintenance

Maintenance

Maintenance

Maintenance

Maintenance

Maintenance

Maintenance

(-] Create New Script  Import New Script

Description
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https://ninjarmm.zendesk.com/hc/en-us/articles/360021894312
https://ninjarmm.zendesk.com/hc/en-us/articles/360021894312

Five Ways to Automate Device Hardening

This list of five methods is far from exhaustive, but a good snapshot of what you can do within
the NinjaOne console to help automate and support endpoint hardening.

1. Deploy device security configurations on device setup

In this example we'll use the scheduled tasks
mechanism to automate outside of policies.

When setting up new devices, you can use tools
that are automatically built into recent versions
of Windows to improve device security. In this
example, we're using Bitlocker, which is included
on every Windows 10 and 11 workstation.

With Ninja, you can natively track the status

of Bitlocker, find devices that have Bitlocker
disabled, and re-enable it using a custom script.

(If you do not already have the script to enable
Bitlocker added to your console, follow the steps
on Page 5 to add the script to your library. For
this demonstration, we used this commmunity
PowerShell script. We would recommend
naming it ‘Enable Bitlocker' to easily find it
during the scheduling process.)

In the Ninja console, you'll head over to ‘Search’
on the left-hand side and use the ‘Additional
Filters +' option to sort by Bitlocker Status
(images 3 and 4):

ninja
Dashboard

Search Additional Filters —

Administration

[Type to filter options.

Ticketing

Activities

Architecture
Bitlocker Status
Condition Triggered
Contains Text
Custom Fields

Recent
Device Name

3. Search

Search

Search save

Bitlocker Status: 1 -

Disabled x X ~

Enabled

Unknown
—

4. ‘Bitlocker Disabled’ Status Filter

Any Condition Triggers

Active Directory Controllers

red
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https://ninjarmm.zendesk.com/hc/en-us/community/posts/360077752952-CyberDrain-com-Enable-Bitlocker?page=1#community_comment_8256779629325
https://ninjarmm.zendesk.com/hc/en-us/community/posts/360077752952-CyberDrain-com-Enable-Bitlocker?page=1#community_comment_8256779629325

1. Deploy device security configurations on device setup (cont.)

You can also use the dropdowns to the left of the

Search

additional filters option to filter by organization, cearen oo Save as Group
location, device type, role, and status. After Organization: All v Location: All~ Type: All Role: . ——
filtering your desired endpoints, you can create Bitlocker Status: 1v @ e E——
a dynamic group with those that have Bitlocker $ Results Deseription (optional)
disabled. pevice
=
To create a dynamic group of these devices, I e \ m Cancel
you'll simply click on ‘Save' above the filtering =
options and choose a name for your group I i
(image 5): =

Once your dynamic group is created, it will
always show you up-to-date information. As you
enable Bitlocker on these devices, it will fall out
of this group. As you onboard new machines that

5. Dynamic Group with ‘Bitlocker Disabled’ Devices

don't have Bitlocker enabled, they'll show up in e
this group. Remember the name of the group

you've created because we'll be searching for it > scneoutea Tass
in a minute. NS o . T

You'll likely want to add some automated ’

remediation to this process, so to do that, you'll
head to ‘Administration’ on the left-hand sidebar
and go down to ‘Tasks' to add a New Task. The ;
‘New Task’ button will be on the top right-hand

side of the Tasks page (image 6).
6. Scheduled Tasks
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1. Deploy device security configurations on device setup (cont.)

After creating a new scheduled task, you'll add
a name, your desired schedule (in this example,
it's every Friday at 6pm CST), and a script on the
right-hand side (Image 7).

Once you have the ‘Enable Bitlocker’ script
added to your library, you be able to search for it.
This is what the available script list will look like
(Image 8):

With the task schedule set and script chosen,
you'll head down to ‘Targets’ and add a new
target on the right-hand side. You can choose
from organization, device, or group. In this case,
we'll select Group and search for the ‘Bitlocker
Disabled’ dynamic group that was created earlier
(Image 9).

Some other examples of using dynamic groups
with scheduled scripts include disabling mass
storage devices, setting UAC, etc. Within the
NinjaOne Template Library in the console, you'll
find a number of ready-to-go script templates.

Create new scheduled task

& Details

@ Targets General

Enabled [ @)

Name *

Description

Allow Groups @
Schedule

R ts
epeats Weekly

s M T W T F s

1 week(s)

Start At 03/07/2023 6:00 PM

End
nds Never

7. Creating a New Scheduled Task

Categories Scripts
Al(83)

enable

Name =

& Enable ARD
Native

28 Enable CD-ROM drives
Native

4 Enable Firewall
Native

Native

1 Enable Sleep
Native

I 52 Enable Floppy drive
-

Close

8. Script List

Scripts Add Script

No Scripts to display

Targets

Group v

bitlocker| [

M Bitlocker Disabled

Apply Close

9. ‘Bitlocker Disabled’ Dynamic Group
TargetDynamic Group Target
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2. Enabling device firewall and blocking outbound net connections

In this example we’'ll use custom fields and
policy conditions to detect a device state and
trigger an automation.

To check on the status of the device firewall
in Ninja, we'll be focusing on the custom field
and scheduled scripts mechanisms. Custom
fields can be used in a variety of ways, but in
this particular way, it will store the output of a
PowerShell script.

To add a new custom field, you'll head over to
the ‘Administration’ tab on the left-hand side
of your dashboard and open up the ‘Devices’
section. Click on ‘Global Custom Fields' and add
a new custom field at the top right-hand side
(image 10):

You'll create a new custom field called ‘Firewall
Status’ and once created, it will pop up a new
box giving you the option to change Technician
access levels, script read and write capabilities,
API read and write capabilities, a label, and
additional text. You'll set the Scripts Permissions
to Read/Write and hit Save. You'll also likely want
the Technician field set to 'Read Only’ (image 11):

Search

=

Home > Administration > Devices > Global Custom Fields

Administration

General > Global Custom Fields.

O ®m o o8

Create and manage global custom fields for all devices.
Accounts > Active Fields (2)

Type
Apps >

Devices v

Library >

Organizations.

Policies >

Reporting >

10. Global Custom Fields

Text - firewallStatus

Technician

Editable

Scripts

Read/Write

AP| Permission

Read/Write

Label"

Firewall Status

Description
Tooltip Text
Footer Text

Required

e -

11. New Global Custom Field

Mult-tne

services Multi-ine

Created

5 months ago

6 months ago

Last Updated

5months ago

& months ago
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2. Enabling device firewall and blocking outbound net connections (cont.)

Once created, head over to your policies and w fmo e
choose the policy you'd like to manage. (If you're -

unfamiliar with policy setup, check out the o ... o s P re—
NinjaOne policy efficiency webinar or Dojo KB e S

article.) (image 12) =

On the policy page, go down to ‘Scheduled Ly ’ Do s ° ° °
Scripts’ and add a new scheduled script using :

the button above the list of scheduled scripts o : :
(image 13): — . : B S

Once you have your script named and set a R : .

schedule, you'll add a script from your library
on the right-hand side. In this case, we've used 12. Agent Policies
a basic Check Firewall Status PowerShell script

located here. (This is not an official Ninja script, nina |

. . Scheduled Script
please test in your environment thoroughly Child Policy

Windows Desktops and Laptops inheriting Windows

before using! If you have not yet added a custom R o ettt i
script for checking your firewall status, please S T )

follow the instructions to add a new script on O A v

Page 5 of this guide.) ; o - imf:m

Click Save and this will add the scheduled o o

script to your policy. Next, you'll head up to the % iy oo

‘Conditions’ section and add a new condition. i :"k ot ot 5

In this new condition, you'll click on ‘Select a o [
condition’ at the very top and choose ‘Custom

Fields' from the dropdown.

13. New Scheduled Script
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https://www.youtube.com/watch?v=i6VSwwpyNqI
https://ninjarmm.zendesk.com/hc/en-us/articles/360003478432-Policies-Create-a-new-policy
https://ninjarmm.zendesk.com/hc/en-us/articles/360003478432-Policies-Create-a-new-policy
https://pastebin.com/zkzma8WM
https://pastebin.com/zkzma8WM

2. Enabling device firewall and blocking outbound net connections (cont.)

After choosing custom fields, you'll now have two different ‘false’ in the text box (meaning that the firewall is disabled)
dropdowns under the ‘Custom field value must meet all (image 15):
conditions’ text (image 14):

Once added, you should be able to now add a script on the

In the first dropdown, you'll select the Firewall Status custom right-hand side (image 16):

field you created. In the second dropdown, you'll select
‘contains’ from the list. Below those two dropdowns, you'll type

Condition

Conditio 5 e

Condition Custom Fields v
Name .

Custom field value must meet all conditions Add
Severity
Priority  Custom field value must meet any conditions Add
Resetlint

YOSVl Cancel

Channel
Notify Do not send notifications ¥
Technicians
Autotask Do not create a ticket v
Ticketing Rule off s

Add Cancel

14. Custom Field Conditions

n

If you haven't yet added the Set-WindowsFirewall script to
your Script Library, head over to the Administration page, go

Condition Condition
Condition Custom Fields Add=ciit
Condition Custom Fields v No Seripts to display
Name (optional)
Custom field value must meet all conditions Add Severity @ None v
Firewall Status contains Priority @ None v
Reset Interval 4hours v
false
Channel(s) Select Multiple.
Custom field value must meet any conditions Add Notify Do not send notifications v
Technicians
Autotask Do not create a ticket b

Apply Cancel Ticketing Rule off v

15. Condition Parameters

16. Condition Details
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2. Enabling device firewall and blocking outbound net connections (cont.)

to the ‘Library’ section and go to ‘Scripting’ to find your Script
Library. The Set-WindowsFirewall script is baked-in to the Ninja
platform, so you'll just have to go to the Template Library and
import it (image 17):

Once imported, it will appear in the dropdown to add as a
script, and you can move forward with applying the condition
to your policy.

To enhance firewall protection, you can also add a custom
script to block outbound network communications. To add that
script, you'll follow the same custom script instructions listed
on Page 5. For this example, we used this Block Outbound

Template Library

Import a script by selecting it from the list
Template Library

All Sources v All Operating Systems v firewd

Name * Description Parameters Required Custom Fields Re

Set-WindowsFirewall
V20221013
Ninja

Enable or disable all Windows Firewall profiles(Domain, Public, Private) Yes No

17. Set-WindowsFirewall Script in Template Library

12

NetConns for win32 PowerShell script. (Again, this is not an
official Ninja script, so please test extensively!) (image 18)

Within that custom script, you'll add the desired applications
you'd like to block internet access to. For example, it's unlikely
that Windows calculator or Notepad will need internet access
(but can be faked and used as vectors of attack), so you can
add them to the list of any applications within the custom
script itself. Once added to your Script Library, you can add the
Block Outbound NetConns script to the same Check Firewall
condition that you added the Set-WindowsFirewall script.

1.42 KB | None |

Netsh.exe advfirewall firewall add rule name="Block Notepad.exe netconns" program="f%systemroot%\system32\notepad.exe"
protocol=tcp dir=out enable=yes action=block profile=any

Netsh.exe advfirewall firewall add rule name="Block regsvr32.exe netconns" progr ystemroot%\system32\regsvra2. exe"

protocol=tcp dir=out enable=yes action=block profile=any

Netsh.exe advfirewall firewall add rule name="Block calc.exe netconns" program="S%systemroot%\system32\calc.exe" protocol=tcp

dir=out enable=yes action=block profile=any

18. Block Outbound NetConns for win32 PowerShell Script
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https://pastebin.com/MNZ3biBU
https://pastebin.com/MNZ3biBU

3. Enabling, expanding, and parsing logs

In this example we'll use custom fields and policy In this example
we'll trigger an automation on device setup to change a device
configuration.

Device configuration is only as good as the information that you're
getting from it, which is where logs come in. Logs help you know
what's happening on the device and certain logs may need to

be expanded so you can get an accurate view of the health and
security of your environment.

Before we take any additional steps, you'll want to add a new
custom script to your library specifically for expanding those
event logs. You'll follow the same custom script instructions
listed on Page 5. We used this Expand Event Logging PowerShell
script. (Again, this is not an official Ninja script, so please test
extensively!)

Once you have your custom Expand Event Logging script added
to your script library, you'll come back to your chosen policy page
and navigating to ‘Scheduled Scripts.’ This scheduled script uses
the ‘Run Once Immediately’ cadence, running on all of the devices
within your chosen policy.

Scheduled Script

Name Expand Logging Add Script

No Scripts to display

19. Expand Logging Scheduled Script

13

Run Once Immediately runs when devices are online, runs on
any offline devices once they're back online, and runs on any new
devices that join this policy (image 19).

Once you've chosen this cadence, add your Expand Event Logging
custom script on the right-hand side. From there, you can apply
this scheduled script to run immediately.

In addition to expanding logs, monitoring your event viewer from
privilege escalation is another way to add a layer of endpoint
security. This process will take place in the ‘Conditions’ tab where
you can set up a new condition.

You'll add a new condition and choose ‘Windows Event’' to add a
source and specific Event IDs that you want to monitor (image 20).

Once any of the Event IDs triggers, you'll be alerted of any changes
in a particular user and be able to take action. There is no specific
remediation in this guide, but you do have the option to add
remediation into the automation steps using custom fields.

Condition

o dd Script
Condiition @ Windows Event

EventIDs @ Add Event IDs

Contains v Al v

If the event(s) trigger 2 times or more

within 5minutes v

20. Windows Event Condition
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https://pastebin.com/8MiMkYpa
https://pastebin.com/8MiMkYpa

4. Creating a local admin account and automating password rotation

In this example we’'ll trigger an automation on
device setup, then run a regular automation to
change an admin password.

There is built-in functionality in Windows that
you can take advantage of in Ninja to help with
password rotation and protection. You'll follow
the same steps of creating a custom script on
Page 5 (we used this one in our example, but
an additional reminder that this is not a Ninja-
created script, and you should test extensively
before enabling), add the script to a scheduled
script in your chosen policy, and set it to run on
your desired cadence.

For this, you'll go back into your Global Custom
Fields menu (Administration > Devices) and add
a new field (image 21).

In this new field, you'll label it the same thing
that you set in the password rotation custom
script (which is ‘localAdminPassword’ by default)
and select the ‘Secure’ field type from the
dropdown (image 22).

14

Home > Administration > Devices > Global Custom Fields

Administration

General > Global Custom Fields
Create and manage global custom fields for all devices.

O ®m o o8

Accounts > Active Fields (2)
Field Name. Type
Apps > ocalUsers Multi-tine

Devices v | service s Multi-line

Global Cu

Health Status
Library >
Organizations.

Policies >

Reporting >

21. Global Custom Fields

Create Field

Label"

localAdminPassword

Name®

localadminpassword

Select Field Type®

Secure

22. localAdminPassword Field

Created

5 months ago

6 months ago

Last Updated

5 months ago

& months ago
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https://ninjarmm.zendesk.com/hc/en-us/community/posts/4871027489549-Rotate-Local-Admin-Password-and-Update-Custom-Field

4. Creating a local admin account and automating password rotation (cont.)

A Secure field is specifically built for securely handling
credentials - it is not visible in plain text, requires MFA to
view, and is fully encrypted. There is also auditing to see
who has access to the Secure field that's been added. Once
you've clicked on ‘Create, you'll see a new box with some
dropdown options. For this field, you'll want to set your
Scripts to ‘Write Only’ and ensure the field is read only by
technicians because this script creates a service account,
generates a random alphanumeric character string as the

Secure - localadminpassword

Technician

Editable

Scripts

Write Only

APIPermission

None

Label”

localAdminPassword

Description
Tooltip Text
Footer Text

Required

Advanced Settings

-

23. Secure Custom Field

15

password, and adds it as a Secure custom field. Once the
password is generated, the script will write the password
back into the Secure field (image 23).

This means that you don’t have standardized passwords
across the board and can go into the individual device to see
the localAdminPassword in the Custom Fields section of the
device page (image 24).

«® Workstation10 ¢+ » > @& © © =

24, Admin Password on Device Page
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5. Detecting and removing potentially malicious software

In this example, we'll use a policy condition to detect a state
change (software installed) and trigger an automation to
remediate the issue.

You can use Ninja's automation tools to detect and remove
malicious or unwanted software easily from endpoints. Before
you create the software detection condition, you'll need to add
the Uninstall Application custom script to your library using the
instructions on Page 5. The Uninstall Application PowerShell
script we used in this example is located here. (Again, this is not
an official Ninja script, so please test extensively!)

Once you've added that custom script to your library, you'll go
back into the policy that you want to update, make your way back

Condition

dd Script
Condition Software ~

Name
Presence Exists ~

Severit
Y Names Add Software

Priority {

Reset Int Apply [N

Channel(s) Select Multiple

Notify Do not send notifications ~
Technicians

Autotask Do not create a ticket v

Ticketing Rule off ~

Add Cancel

25. Software Exists Condition

to the Conditions tab, and add a new condition. After choosing
‘Select a condition’ from the top, you'll choose ‘Software’ from the
first dropdown and choose ‘Exists’ from the second dropdown
(image 25):

After selecting both of those, you'll enter the name of the software
that you'd like to detect. If you add asterisks around the software
name, it will pull in anything that uses that name in the software
title, not just exact matches. Once you've saved that information,
you can add the script on the right-hand side (image 26):

To ensure you're fully remediating your issues, test and confirm
that this PowerShell script or uninstaller will successfully remove
the application before deploying fully.

Condition

Condition Software Exists: "LogMeln* Gk

No Scripts to display

Name
Severity @ Nene v
Priority @ Nene v
Reset Interval 4 hours v

Channel(s) Select Multiple

Notify Do not send notifications v
Technicians

Autotask Do not create a ticket v

Ticketing Rule

Add Cancel

26. Condition Details
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https://pastebin.com/vEfSvbBk

Resources

Endpoint hardening is essential, and with proper automation,
it can be easy to implement and maintain. If you've been
looking for a tool to help you automate your IT workflow, get
access to a free NinjaOne trial here:

We've also put together a list of a few security frameworks
you can use when securing your network and devices:
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https://www.ninjaone.com/freetrialform/
http://chrome-extension//efaidnbmnnnibpcajpcglclefindmkaj/https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-123.pdf
https://www.cisecurity.org/benchmark/microsoft_windows_desktop
https://attack.mitre.org/

