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MAKE YOUR ENTERPRISE RESILIENT

Many enterprises are under-prepared or Critical events harm enterprise
lack the technology to respond well to resilience in many ways:
critical events like these:
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IT and cyber attacks cmployees
Damaged
Dissatisfied company
customers reputation

Unsafe
situations
and lost lives

Operational disruptions

Lost revenue
and fines

Life safety emergencies

Manage critical events optimally to improve enterprise resilience.

What is critical event management?

Critical event management enhances your existing incident response,
emergency management, and business continuity programs by using the
latest technology tools to improve planning, response, and recovery.
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Criteria for measuring the success of your

Critical event management -
response to a critical event:

improves enterprise resilience
through...

Protected revenue streams - -
v Is it effective?
|Zf Better plans and preparedness
|Zf Simpler processes

|Zr Faster, more coordinated responses

Is it complete?

M Shorter recovery times

|zr Continuous improvement

Fast, effective, complete responses depend on...
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FOUR STEPS TO INCREASE THE
RESILIENCE OF YOUR ENTERPRISE:
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As you develop critical event management plans:

&

Take an inventory of Create partnerships Create playbooks Standardize on a
your organization’s with senior leaders based on the most unified platform that
assets, including throughout your common threats and fits your enterprise
locations and enterprise. highest risk impacts. and systems.

interdependencies.

Use real-time data Set notification Familiarize your
feeds — cyber threats, groups to reach stakeholders on their
facility sensors, everyone involved roles, responsibilities,
weather, and public and keep all contact tools, and trusted
health and safety information up information source.
information. to date.

How technology optimizes critical event management for enterprise resilience.

LOCATION SERVICES
show event locations and people’s status
for a current, comprehensive view.

ALERTS
provide earlier warnings of possible threats.

AUTOMATION INFORMATION
speeds incident response with pre-planned flows constantly and delivers intelligence
event scenarios and templates. in real time for better decision-making.

COMMUNICATION ’ ANAYLSIS
delivers targeted, mass two-way notification of complete event history improves
over multiple channels in real time. future responses.

COLLABORATION AUDIT TRAILS
with common enterprise tools like Microsoft Teams® based on detailed incident logs are
or ServiceNow® improves situational awareness. ready for review.

Real-time, integrated data feeds show updated conditions:
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service management
platforms, such . 0
. Q o
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such as fire and : Q 88883 @
chemical detectors

Weather and
geological services

Social media and
news reports
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Local, regional, and
national government alerts

Critical event management platforms integrate various technology to deliver benefits not possible
with siloed systems.
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or less.

Source: Rapoza, Jim. “How Critical Event Management Limits the Risk of IT Disruptions and Cyber Attacks.” Aberdeen, May 2021.

Modern critical event management platforms align
with today's business world.
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Frequent or intense Many available Remote workforces create a

critical events @ data feeds need for tools that locate and
communicate with employees
Wherever they are

during a critical event.

Collaboration tools such
as Microsoft Teams®

Dispersed
workforces

Be confident that sensitive information is protected by choosing a critical event management
platform that is...
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Secure, with Compliant with Trusted by
leading certifications industry regulations enterprises worldwide

BE READY FOR ANY CRITICAL EVENT WITH
BLACKBERRY CRITICAL EVENT MANAGEMENT SOLUTIONS

*2:BlackBerry.

Intelligent Security. Everywhere.

About BlackBerry: BlackBerry (NYSE: BB; TSX: BB) provides intelligent security software
and services to enterprises and governments around the world. The company secures
more than 500M endpoints including over 195M vehicles. Based in Waterloo, Ontario,
the company leverages Al and machine learning to deliver innovative solutions
in the areas of cybersecurity, safety and data privacy solutions, and is a leader in
the areas of endpoint security, endpoint management, encryption, and embedded
systems. BlackBerry’s vision is clear - to secure a connected future you can trust.

For more information, visit BlackBerry.com and follow @BlackBerry.
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